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Hallucinations in Generative Al
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https://en.wikipedia.org/wiki/Hallucination_(artificial_intelligence)

Hallucinations in Large Language Models (LLMs)
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Chatbots May ‘Hallucinate’
More Often Than Many Realize

When summarizing facts, ChatGPT technology makes things up
about 3 percent of the time, according to research from a new
start-up. A Google system’s rate was 27 percent.

Amr Awadallah, the chief executive of Vectara, warns that its chatbot softwars



R&D to Address Hallucinations in LLMs
for Customer Service Chatbots

Large NatWest dataset, piloting
compa| s Algomo solution, and providing
ny customer access
SME 481 Life
';'I“.)%E’.*J{&%{é*?%” and prOdUCt|Zat|On
élgeag technical implementation
ti€fpant) |and end-user of the solution
Wg thank Harry Sfyrakis (Algomo Ltd) for this slide.




Our Research on Detecting Hallucinations

( Fine-grained natural language inference based faithfulness evaluation for
diverse summarisation tasks (Zhang, Xu, Perez-Beltrachini, EACL 2024)

Leveraging entailment judgements in cross-lingual summarisation
. (Zhang and Perez-Beltrachini, ACL 2024)

generation
fact-checking

/

Uncertainty Quantification in Retrieval Augmented Question
Answering (Perez-Beltrachini and Lapata, Under Submission)

model
uncertainty

-

&%\ THE UNIVERSITY
¢y of EDINBURGH



https://aclanthology.org/2024.eacl-long.102/
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https://arxiv.org/abs/2502.18108
https://arxiv.org/abs/2502.18108

Retrieval Augmented Question Answering

Hg
ﬁ What is the minimum age to set up a bank account?




Retrieval Augmented Question Answering
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ﬁ What is the minimum age to set up a bank account?




Hallucinations and Answer Uncertainty
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Answer Uncertainty Estimation?

What is the minimum age to
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What is the minimum age to
set up a bank account?

Y
Passage

Retriever

[ J
7

t
a

FinanceBot

18 years old.
bank dependant.
16 years old.
24 years old.
none
none

Output
Va riaﬂ@dﬂlar Entropy

- Semantic
Entropy

T

11



Answer Uncertainty Estimation?

What is the minimum age to _ =
set up a bank account? Reflexive ===

Retriever
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Answer Uncertainty via Passage Utility

= What is the minimum age to

set up a bank account?

Y
Passage

Retriever

Passage

Utility
Predictor

Our Approach =

1° observe QA
performance on individual
passages and target

LLM(B), Passage Utility.

2° train a secondary small
model to predict Passage
Ulility.

3° estimate Answer
Uncertainty from Passage
Utilities.
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Answer Uncertainty timation?

Output
Variaﬂ@dﬂlar Entropy

= What is the minimum age to

set up a bank account?

Reflexive

Y
Passage

Is “There is no
limit!” True?

Retriever

t
@)

FinanceBot =

Passage

Y

Utility
Predictor

Our Approach @

18 years old.
bank dependant.
16 years old.
24 years old.
none
none

f

- Semantic
Entropy

T
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Successful and Lightweight
Hallucination Detection

gha Natural Questions, TriviaQA, WebQuestions, SQUAD, PopQA, RefuNQ
i
@ Llama-3.1-8B, Gemma2-9B, Mistral-v0.3-7B, GemmaZ2-2B, GemmaZ2-27B

OpenDomainBot

l

11 Perplexity

I8 p(True)

B8 Regular Entropy

I8 Semantic Entropy

I8 Passage Utility (ours)

ROC-AUC

50

Gemma2-9B-It & SQuAD
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Improved Accuracy via
Selective Answering

0.75

-

Perplexity

p(True)

Regular Entropy
Semantic Entropy
Passage Utility (ours)

xS
2 .
° 0.7 ¢
-
= +
S ——
= 0.65 ° °
-
0.6 —e
9B OB 97B

X-axes GemmazZ2 -2B, -9B, -27B.

Average AcclLM (LLM- based accuracy) is across the six QA tasks.

Black dots indicate accuracy when always answering.
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Going Forward

Generalisation of the Passage Ultility predictor:
o Unseen QA tasks and LLMs,

o Multi-Hop reasoning,

o Long-form and subjective answers.

Answering ambiguous questions.

2
@

We thank Roundicons, Luch Phou, littleicon, Freepik, Aranagraphics, \ Tha you "

HAJICON, Good Ware from the Flaticon library. FinanceBot
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Observed Low/High Passage Utility

0.01

Wft‘at is tge “lzi”imum taj)ge to Part time or summer jobs may start . ”
Sel up a bankK account:

to appeal to many 16 and 17 year j
olds. Opening a bank account will Bl L /h
be useful to get wages paid into.

v /
Tee—

Passage
Retriever 0.8

The specific requirements for t
opening a bank account vary from | _— (((H)) Honendent,

bank tO bank FinanceBot

FinanceBot

\4
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Train a Passage Ultility Predictor

What is the minimum age to
set up a bank account?

i

Questions

Passages

Y

Passage
Retriever

Y

FinanceBot

@g

Paséage
Utility
Predictor

A
; 0.6

Observed Passage Utility

Our Approach
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Answer Uncertainty via Passage Utility

What is the minimum age to
set up a bank account?

Apply online. You must be between

12 and 14 vears nld tn annlv
You must be aged between 11 and 0.01

A_O LC A_A

Y

Passage Part time or summerjollals rﬁay start
Ret”Tever to appeal to many 16 and 17 year
olds. Opening a bank account will 0.2

1 !—Q
be useful to get wages paid into.
L - 0.13 m'

FinanceBot 02

\4




Answer Uncertainty via Passage Utility

What is the minimum age to
set up a bank account?

Apply online. You must be between
12 and 14 vears old to annlv
You must be aged between 11 and 5 o1

A O e

Y
Passage
Retriever

The specific requirements for
opening a bank account vary from

bank to bank. E.A 4 ;q
08 &

FinanceBot 08
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Prediction of Hallucination

Which company was targeted by the
NAACP for not having fair practices?

‘
Q Target Corporation. OpenDomainBot
‘
| OpenDomainBot
| with

Passage Utility

Llama3.1-8B & question from SQuUAD

Target Corporation. of Colored People has repeatedly given Target failing grades on its annual
Economic Regi Igitiative rgport card, a measuge gf the company's “‘commitment to the

African-Amer ngy" 0 0 e Dl h e et an “'F" on this report;
in 2004, Ta txﬁs Irga @ \}lﬂ it didn't participate in the
survey again, e Bt | g @varsitlla g inclusive of all people
from all different backgrounds, not just one group." In February 20 e National Federation of
the Blind (NFB) filed a class action [cont.]

Utility: -3.59

Reactions to the Duke lacrosse case. formed an opinion on the case. North Carolina NAACP Legal

Regress Chair, Al McSurely, explaingd that “"Themb&QCP standg for fair play for all pajties,
zedlous inymeiigatisman p e thgy sur 3

sorfle haSSCen ki atemg

evi Nac NQatal i e licasW to prd

McSurely stated that “[w]ithin five mi s, the men threatened the women with racial ‘and
misogynist verbal assaults, [cont.]

Utility: -3.67

Philadelphia transit strike of 1944. (PRTEU), Frank Camey, proved to be equally reticent and

clajged fpat he wgs not authorized by the union members to consider a request to allow
pr iolls gPBycEmpl The TS m

stafie fedeahorit S, thl Fa@r jissi
(FEPC), W% irmesfendmThe mpIoGt sCtices Gomni

of the President in 1941, was charged with ensuring non-dis
government contractors. [cont.]

Utility: -3.49

The gold standard answer is “Lockheed Aircraft Corporation.”
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Prediction of Correct Answer
Llama3.1-8B & question from SQuUAD

ﬁ Due to increased unemployment, who
“ mainly opposed the Shah's regime?

‘
Millions of youth and OpenDomainBot
poor migrants. r

Mllllons_ of youth and OpenDomainBot
poor migrants. with

Passage Utility

Iran. unemployment, especially among millions of youth who had migrated to the cities of Iran
looking for constri tion j¢ s during the boogh years of the early 1970s. By ti e late 1970s, many of
these people oppfisiad £ Sfiaht riQinte and befanyto| srgenigt and 4oin\ he protests against it.
The 1979 Revolutfbnilliite ki own ag the “Iflartic Rev/luion'' began.iriJan iary 1978 with the first
major demonstrations against tife Stiah. jcorit.]

Utility: 3.93

Ruhollah  Khomeini. unemployment, ideological disagreement over the economy, and
“international pressure and isolation" such as US sanctions following the hostage crisis. Due to

the Irgg—Irag War, P erty is said to have risen bygnelrly 45\% during the first Qg years of
Khole i T] eﬂ country's
histo tion ma n %mn S@ preneurs,
profesion sHilled cl lel(a P to other

countries. [cont.]

Utility: -1.37

Mohammad Reza Pahlavi. professors issued a public statement criticising the 1953 coup, all were
their jobs, but in the flrst of hIS many acts gf ‘magnanimity” towards the National
hafhmzeel |nter R rieg
0 ) the tlo | |r he ri
ave clan e b ut
condltlons and poverty which prevalled in Iran a matter that had not much interested him before.
[cont.]

Utility: -3.48

The gold standard answer is “Millions of youth who had migrated to the cities.”
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